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Database Security Primer

Data Discovery

Classify sensitive data

Vulnerability

Leakag_e Assessment
Prevention

Enforce use policy

Database & host hardening

Data
& 7 Access Policy
T Define roles, rights, realms
Database | "
Monl’;ormg Protecting
Audit log
Identify/block attacks Data-at-Rest
Encryption

Secure backups
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Database Security Challenges

= Technical Challenges
- Data is constantly in motion

Huge volumes of activity to monitor and log

Compliance mandates segregation of security duties from DBAs

Log full audit-trail of administrator activity

Business & DBAs require monitoring without impacting application performance

= Budgetary & Resource Limitations
- Databases (imp nevertheless) are only a component of overall security
- Staffing (need someone other than the DBA) - can it be the SOC/NOC?
= SOC/NOC perception of databases & apps - it’s a different beast

- Hard to deploy & manage
- Events not easily understood by SOC/NOC teams
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Top Database Security Threats

= Excessive Privilege Abuse

= Legitimate Privilege Escalation

= Privilege Elevation

= Database Platform Vulnerabilities
= SQL Injection

= Weak Audit Tralil

= Denial of Service

= Database Communication Protocol

Primary Use Cases

= Weak Authentication

- Backup Data Exposure Privileged user monitoring
Fraud detection & monitoring

Database protection

Source GNC Computer News
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Verizon Data Breach Investigations Report .(‘

Most widely used attack path
- Web application, 79%

Most widely compromised asset by
number of records

- Database server, 75%

Most compromised data type
- Payment card data, 98%

Type of assets misused
- Database Server, 23%

Encryption provides limited effectiveness
Auditing DDL != Security
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Attack Scenario - Many Ways to Skin a Cat

Waits for user to Browser executes
access the database malicious code

Application Tier DATABASES

i
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Attacker spiders the Looks for SQL Injects code in
web application Injection flaws the database

Web Server

MySOL  Oracle |3

NitroSecurity: Unifying Information Security page 7



Role of the SOC & NOC -f‘
NOC SOC
Optimize repeatable tasks Discover and investigate

"abnormal" activity

Common
collection and g
reporting

OoOFr NWMOO

O R, NWMO

= Availability = User
= Performance = Payload
= Capacity = Behavior
Different event
analytics
* Use SIEM for change detection « Security incident management

Workflow integration
Source Gartner
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Role of a DBA in Preventing Breaches

= Ensure essential controls are met

Find, track, and assess data

Collect and monitor logs
Audit user accounts and credentials

Test and review web applications

Rise of the Application Security Officer (ASO)
ASQO’s Role: Bridge between SOC/NOC and
Application Teams
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Application Aware Baseline Example - Theft of User Credentials »—

" &

Violation Check

Sample Result
User - Environment: N4 ACTION value:
env_u_NOVIOL-term ISVIOL-op_
NOVIOL-env_op-NOVIOL-0bj-NOCHK

USER OpErauon: VIOLATION value: &\ 4
. ISVIOL

User = Terminal;

Operation = Environment:




Pitfalls with Native Database Audit Controls

= Performance Impact

= Information in native logs is inferior

= Cannot correlate series of events for root cause analysis

= Cannot discover and prevent database attacks

= Cannot monitor content - who accessed sensitive data?

= Cannot track a person using a generic database login or application
= Cannot mask sensitive content

= Software only solutions (harder to deploy & manage)

= No integration with SIEM, Log Mgmt, Alerting, Enterprise solutions
= No secure central logging, reporting and notification

= Hard to segregate database security duties from the DBA
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Monitoring Technologies .:‘

= Requires SIEM, DAM, DLP, Application Monitoring, etc.

= Increased cost from multiple technologies

= Reduced productivity from multiple consoles source Gartner

Fraud
SIEM DAM DLP Detection

Application activity ™ &, O @

Application access D ™ ™ O

Database activity D @ ™ ®

File access q) &) @ &,

DB activity:

privileged user D @ O O

System activity:

privileged user @ 3 O O

Network activity:

user O @ @ @
(O User activity at this layer is not visible (D User activity at this layer is visible in a broad set of use

cases, but other technologies provide deeper monitoring.

@ This technology is a primary monitoring ™ User activity at this layer is visible, but monitoring is

method for this layer. limited to the primary use cases of the technology.
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Security Solution Technologies: Deployment Phases (‘

SOX, PCI, HIPAA, Breach Disclosure Laws

= Phase | - VA, Antivirus, Firewall, IPS/IDS, Access Control
= Phase Il - SIEM Deployment (Network Perimeter & Host)
= Phase Il - Monitor Databases & Applications

= Phase IV - Prevent Leakage of Sensitive Data (DLP)
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Integrated Database & Application Security

@ ncidence response
VA integration
SOC/NOC User activity profiling
Compliance < Event correlation : .
DBA’S Central policy & mngt Monitor gll OS security events -
Management Analysis/forensics users logging in/out, access/change

L Reporting, alerting to database config files & backups

Block database exploits
and SQL Injection attacks
before they reach the

NitroView
network core

Receivers

«A,
A

TASES

NitroGu DBM
= agent

W

NitroView APM Log DBA

Full-session capture of console activit
SQL activity, db content
use, db server discovery

Monitor potential leakage of
sensitive database content
via email, chat, web, P2P
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Database Activity & Event Correlation

<L

= Advanced Visualization, Activity Baselining, Event Analysis & Drill-down

O [ECSm— W, [ET————— !
9,430 (100%1 Bound to: Average Severity - C.., 9,430 (100%) | Binding is not currently active. 14,872 (100%)

rﬁ"‘ Source Destination
anomalous activity after exploit [ IGNGE =45 so.13.2ze.100 [N - :¢ ;

69.132,228,119 192.5.6.32
Multiple Systern Errors “ 744 10.128.1.1 I 249 4,562 404
Successful logins after multipl... I i0 0,0.0,0 I 219 65,157,105.67 192,26,92,30
235 217

Multiple scans frarm a local haost I 5 192,165,106 I 192

Successful Windows login after., i7] 69.13.228.111 I 77 E_ 69.15.130.%33

I
I 2 F&”@@ka» gﬁ;{ig_\.uu»n»»»»»»u»»vﬁ »? J. £9.169.135.61
I : 334

128.63.2,53
291

Successful lagin after multiple ..

192.203.230.10
267

s

Successful Windows lagin after... g
Repested database query f2il.. [[NNRGENGEN ::14 "E5 Destination 1Ps 6‘3 69,85.104,244 202.12.27.33
Bound ta: A Severity - ... 9,430 (100%) | 13 265
Reconnaissance followed by a.., W 1,873 SNSRI SRR ¢ i 63.13.228.111
rﬁ‘x 69.132,239,255 .’ "\. 192,326.148.17
Multiple failed windows login ... | 35 ERERERELE % JERRE 57 262
Eil
Multiple failed login atternpts ., 35 £9.13.228.118 I 288 29,19.7.196 192,923,412
7 258
SQL Injection attack - from sa... ¥ 2,214 | 14.200.48.1 l 249
Phizhing attack - repeat Acces... T 368 10.48.0.1 I 192 ?2'90'82'19§ 233'41'0'4
Multiple failed wind login ... 34
ultiple Talle ndaws login 192,162.1.10 I 170 other othar
162 6,615

@

Bound to: Average Severity - Correlated Events 9,430 (1009%)

Total Severity Event Count Source IP |Source Port Destination IP Destination Port First Time Last Time

W 455 s 1592.168.10.6  netbios-nsil37  10.48.0.1 | netbios-nsi137 | 05/07/2009 115 05/07/2009 12:27:136

| 7 10,128.1.1 35633 14,200,481 dns:i53 05/07/2009 11:: 05/07/2009 12:17:59

W 4523 53 0.0.0.0 nethios-ns:137 | 192.168.1,10 netbios-ns:137  05/07/2009 03:0 05/07/2009 12:17:5% ’\—,L'\

W 171585 1845 69.13,228.100 | 37218 £9.13,228.119  ms-sqli1433 05/06/2009 20:: 05/07/2009 12:17:57 B JUTS mEE R s Sgem fi geae
112914 2214 £9.13,228.100 37218 £9.12,228.119  ms-sqhi1433 05/06/2009 20:: 05/07/2009 12:17:57 0S/07/2009 as/08/2009

B i5:766 2214 69,13.228.100 37218 69,12.228.119  ms-sqli1433 05/06/2009 20:: 05/07/2009 12:17:57 0000400 0ni00:00
97785 1345 69,13,228.100 | 37218 £9,13,228,119  ms-sghi1433 05/06/2009 20:: 05/07/2009 12:17:57 [Wﬁtﬁ"f EMI;{% :
18768 268 £9,12,228,100 55106 £9,12,228,118 3306 05/06/2009 20:: 05/07/2009 12:17:54 ' —

| K] 1 0.0.0.0 portitype:0 10.120.1,101 portfcode:0 05/07,/2009 1211 05/07/2009 12:07:59

| K] 1, 0.0.0.0 portitype:0 0.0.0.0 portfcode:0 05/07/2009 1211 05/07/2009 12:07:59

oot ——————

-ansferring data from Sdat2. nitra-security.com...
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Pre-defined Database Views and Graphical Reports

System - ngdbm

= o) ¥ Systemn
(=R 7 ngdbrn Compliance Views b
[_; penguin_udbwsi i Dashboard Wiews 3 E__, o =
= : T s e T to: DOL Events 162 (10096
[ romarn_oradi Database Views » DB Access Policy YWiolations E_h e
B thebox Device Status DB Event Surnrmary
= = DB Failed Transactions
[ ™ Base Davics MSSQL - Procedure Dropped _
DB Logon Logoff
/S nsrecu MSSQL - Wiew Dropped _ -]
DB Mew Servers Discovered
mssqL - Function created [N ¢ . ) .
DB Privileged User Audit Trail
MS5QL - Function Dropped _ ] DB Schema Changes
MSSQL - Table Dropped - ] DB Service Level Violations
= MSSQL - Procedure Created _ 13 DB Suspicious Activity
||| MSS5QL - Database Dropped - 5 DB Systern Level Changes
&5 Add Database Sever MSSQL - Database Created - 5 DB Top Consumers of Sensitive Data
oy L
w Copy DBM Oracle - Procedure Created 4 DB User Privilege Changes =
Oracle - Procedure Dropped 4 b lser Jbmmary s = =
Laad Delete DBEM o Er o L

[
[
[
|__._- Paolicy Manager Cracle - Trigger Created - 4 Bound to: Database Servars 168-ﬁ%)
e b tohhacias Oracle - Trigger Dropped - 4 B s e
M3sQL - view crested [ 4 [ system 42
@ Letbvents mssqL - Function Altered [N + | b =
' Multi-Device Management MSSQL - Trigger Created - 4
mssqL - Trigger Dropped [N + I
Cracle - Wiew Created - 3
Oracle - View Dropped - 3

Oracle - Table Altered

=
I
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Correlation Rule Editor ‘i“\

= Correlation with security events, flows, application logs, identity
& VA tools

= Over 150 devices support out-of-box

Marme: Multiple Failed Queriez From Unknown Application Severity: | 50 E' Marrnalization IDy S1lo07455608 &

Correlation Logic:

!Hgm_

= = = 1
s @@ O V052
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Central Policy Management & Rollout P~

Current Policy: [ngdbm Invert RuleFilters
mﬂata Suumem

Mame Hanme ?| ActHon ?| Severity Compr... ? Copy Packet ?
B £ antivi MESGOL - Di Unauthorized Applicati = H = a El
;ﬂ ntivirus ‘ O iscover Unautharize pplications z al... . 70 = off = off
application_Devi MSSQL - DML Stat t =i H H H
ﬁ.. pplication_Devices ‘ Q atermean - in... . 10 C off - off
&, Authentication d MSSQL - DTS Password Scan : al.. 1 7o & off |1 off
L | [ ] | | n
= Correlati MS5QL - Extended Proced - - - !
f. orrelation ‘ o xtende rocedures : al... : Fo : off : off
(S correlation Engin d MSSQL - Failed Logins E fa... E 40 E off E off E|
E & Datab MSSOL - Failed 5 Laqi H H H =
ﬁ.. atabaze ||| ‘ 0 aile uperuser Logins = fa... | . 70 - off - off
F5oez ‘ MS5QL - Failed Transactions - SR 40 & off | & off
L | [ ] | | n
(P9 mMssqL ‘ MSSQL - Function Altered a fme = 40 | u oiE |m off
| | [ ] | | u
(S MysaL d MSS0L - Function Created E add E 40 E off E off
(P9 Hitroview Databa: & MS5QL - Function Dropped s ore.. 5 40 = off H off
(S oracle d MSSGL - Grant ALL = al. |2 70 |3 off |= off
i ] n n ]
P4 subase El a  MssOL - Grant Gotion HA R e | e R nff El

Signature ID: 62-10035

Signature: [(["user_narme" EQ "=sa") AND (((("message_number" EQ "18450") OR ("message_number" EQ "128451")1) OR ("meszage_nurmber" EQ "12452")) OR
["message_number” EQ "18456"]11)

Description: Failed Superuser Lagin

T e
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Discovery of Sensitive Content

Current Policy:  [ngdbm

mﬂata Source

Imwert Rule Filkers

T
Name v| Action ?i Severity | Eumpr...?i Copy Packet ?
Antivi MSSGL - Database Back H H H - El
f' ntivirus ‘ 2 atabase Backup : w... : 40 : off : off
Application_Devi MSSQL - Database Corfiguration Ch - - - -
;‘ pplication_Devices ‘ =) atabaze Configuration anges . al... . 70 . off - off
&, suthentication ‘ MSS0L - Database Crested i add |= g0 = off | = off
M M M ] I
= Correlati MSSOL - Database D d . H . = EE|
99' orrelation ‘ o] atabase Droppe . M. = 20 . off = off
ﬁ Carrelation Engin ‘ MSSQL - Databasze Restore E w.. E 40 E off E off
= Datab MSSQL - DB S D d - - - -
;‘ atabase & Q erver Discovere = n = 13 . off = off
(P9oez ‘ MSS0OL - DBCS Command P ow.. | = 40 | = oft: |im off
M M M ]
(P9 mssaL ‘ MSSOL - DBCC Permission Denied E k... E 80 E off E off
MySOL MSSGL - DBO Changed H - . =
ﬁ FE=he] ‘ 3 ange . cr i 80 . off & off
ﬁ MitroView Databa: ‘ MSSQL - Discover Sensitive Data E CFaue E §0 E off E off
ﬁ Oracle # MSSGL - Discover Social Security Murmbers I. CP... E g0 E off E off
_ (P svbaze El ‘_ME.EQL;D'LSJ;Q'.LEt_l.ln.auth.aﬂz.e.-i..&n.nljatﬁnﬁ R al.. m _7n : off - nff E:l
Signature ID: 62-10003
Signature: ["response_content" REGEXP "({44dL300|(S[1-5 ] d{22 (6011 0)-?dfd)-d e -2 d 4L | 3[4, 70 d L1 30")
Cescription: Sensitive Data Access

NitroSecurity: Unifying Information Security page 19



Application User Tracking

= Correlating the SQL transaction with another data source

= |dentifying a user-identifier/token in the SQL
Iﬁz

Uzer Identifier Rules. This feature provides & way to dizcover the real user by looking for a unigue
identifier in the database queries even when the application accesszes the database using a generic
login name,

W

Rule Mame Applii Expression " add

Get Real Uzernarme from Proc Param  Orach spCommitTrade @username=[twt), @a
Edit

1

Configure user identifier rule, L?_J
Identifier rule name: Get Real Usernarme from Proc Param
Expression: spCammitTrade @username=[4w+), @appna

Application: 'oracte
Sub String Indesx: |~u
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User Activity Profiling -C‘

= Commands and objects are accessed by a user and deviation from
normal behavior

EHed&Eae S MEE =

= B Sustem I =y =
=] E. rsdinfap 153 (100%) Bound to: Destination User Bound to: Event Cornrnand 153 (100%]
- _ b4 15 1<
[~ roman_sybl125 . E
e _— =T —p
| s poi_app 16 creaTe TasLe [ 15 « [ 10
£ thebox Others | 1 coamn [ 11 sales I 1o
| basa Berl= rocout [ 10 rest1 [ ¢
B &8 redrecur USE _ 3 CreditcardHistory - 7
® leliresElzrgn crop Taece N = master I c E]
e -]
(B mEeim exec 0 S K€l 2 =] &
Bosa Reiar — creaTe FuncTion I 4
B —
DROP FUNCTION x 4 Bound to: Event Command 183 (100%)
= B
q : Bound to: Destinstion Uzer 183 (100%) orop TRisaer J 2 orsoe I :
DROP PROCEDURE 3
¥ou have no open cases, 192.168.0.16 183 x master “ 40
creaTe PROCEDURE J 2
payment_records - 32
CREATE TRIGSGER 2
x creditcardHistory TG 2°
DELETE x 2 oot . .o
= = =
—
Bound to: Event Chject
Total Severity Rule Message Event Count Source IP Destination IP | Protocol Last Time Ewent Subtype
W 1is MSSGL - Success 1 192,168.0,16 192,168.0.78 rmssgl:itds 05/29/2009 18:! succeszs F—l
40 MSSGL - Failed ™ 1 192.168.0.16 192.168.0.78 rmzsqlitds 05/23/2009 18:. error
. i0 MSSGL - DML St 1 192.168.0.16 192.168.0.78 rmzsqlitds 05/23/2009 18:: inforrmational
in0 M35QL - DML 5t 1 132,1658.0.16 192,168.0.78 mssgl:itds 05/2%/200% 18:: informational
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Sensitive Data Masking ~

>
o

£
Sensitive Data Masks, This feature prevents unauthorized viewing of zensitive data that may be ly-—J
present in the event recard by replacing the zensitive data with a generic uzer configurable mask,

Mask Mame Expression Mask _|

Mazk Credit Card Murmbers  (((40dL300(S[1-ST0 A2 (f S4SE-#8E4-SH88-Sasd

Mask SSH ( diy dy d- iy d)-4 by iy HEH- S-S Edit

|_l MI

Configure sensitive data mask,

™

Sensitive mask name: Maszk 55N

Expression: (b dhd-ydhd) -t dhdh dh d

$ub String Index: R
Mazking Pattern: HAR-dd-gaaa
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Integrated Agent Management

Configure parameters to monitor database activity, If an agent iz L?_J
installed on the database, additional events rmay be capturad, L)
Database Severs, The =

Enabled: Fa

Databasze type: M
Name Database Savar Name: Hebon Y add
FlEI'lgLIiI'l_LIE”:l'.'Bl Cevice URL: (Cptional)
rarman_oradi IP Address: 192,168.0.75 |
roman_sybi1192 Virtual LA ID:
RTZKE2IFS1 Encoding Option: None M
thehbos Select Special Options: o Configure cornma seperated filter strings used for monitoring netwark @

' one

traffic. Events will be limited by the provided filters,

Part: 1433 e

Users: sa

The Agent software rust be installed on the target databasd Exclude applications:
writing these settings to the DBM, To download the software

Replication%

Ohjects:
Enable Agent: Fi
Catabaze User: z3
Catabasze Password: ok ok
Audit Settings: m‘ v
Database Path: CifProgram Files/Microzsoft SQL ServerMSEQ
Catabasze Mame: db_audit

Instance Mame: -
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Monitoring of Database Config & Backup Files

<L

MEE 2 a8m

= = = =
501 (100%) Bound to: Event Summary 501 (100%) Bound to: Event Summary 501 (100%) Bound to: Event Distrib.., 501 (100%)
1:"':! L
Objedt Access Attemnpt _ 27 L 240 administrator - 70
obiect open [ == | |1co

Handle closed N o> || o0

wik3-sybasef I ]

local service I 1

The systermn tirne was changed - =0 a
user Logoff [ 22 13:00 17:00 21:00 1:00 5:00  3:00
Sybasze - Successful Logouts - 16 0&/03¢ 2009 o&f04/ 2009
12:53:42 1z2:00:07
Sybase - Failed Transactions - 15

———
Sybase - Failed Logins - 14 _- =
—

Successful Network Logon - 13

Sybasze - Master Table Chang... . 1z Bound to: Event Source IPs

Logaon Atternpt . 10 Total Severity Rule Message Event Count Source IP Destination IP Protocol Last Time Event SUIE]
Sybase - User Errars . i = W 25 EventLog 6013: The systermn upt 1 192,168.6,33 0,000 nfa 0&/04/2009 12:00:06 informat -

Special privileges aszigned to... . 9 W 25 Logon Atternpt 1 192.158.6.33 0.0.0.0 nia 06/04/2009 11:24:29 success

TermServDevices-1111-Dell P... W 25 Special privileges assigned ta mi 1 192,158,6,33 0.0,0.0 nia 06/04/2009 11:24:29 success

MSGE_PRINTER_SET o zs Successful Metwark Logon 1 192,168.4,122  19Z2.168.6.33 nia 0&/04/200% 11:24:29  success
MSG_PRIMTER_DELETED W 100 User Logoff 4 192,168.6,33 0,000 nia O&/04/200% 11:24:24 Fuccess
MEG_PRIMTER_DELETICM_PEM... = D e e - L ! e s =i e e N e S AL B EJ

|
B-
| |
B &
Msa_PRINTER_PURGED ] & =]
| I
| !
| [
|
|
|

Details | Advanced Details ' Description | Notes ' Packet '

Sybasze - Table Created

Print - 00002

LSA Trusted Logon Registration First Tirme: Last Time: Duration: Application: =
Successful Logon 3 Source IP: Deast IP: Protacol: Haost: ]

Logen attempt using explicit ... 2 Source Port: Dest, Port: Event Subtype: Dornain: ]

Sybaze - Lnien Command Fa... g FE,I'_\III‘PP MAC: Dest, MAC: A —_!::':'nlrn= [N :U
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Database Change Control Management >

System - ngdbm

Caompliance Views

»
Dashboard Wiews ] 5,358 (100%]| |Bound to: Event Distrib... 5,258 (100%) |Bound to: Event Distrib.., 5,258 (100%)
Databasze Views ] DB Access Policy Violations
»
»

Event Wiews DB Change Control Events

Flaw Views DB Event Anal

Crevice Status OB Event Surd -
MSS0QL - Master Table Changes DB Failed Traf Fill out the form below to create a Transaction Tracking rule
Oracle - DB Server Discovered OB Logon Log) and click ok to submit.
MSSQL - Table Created DB Mew Serve
MSSOL - Failed Transactions DB Privieged | Rule Marme: Tag Change Control Events
DB Scherna C
Oracle - DML Statermnent - Start Queary Tag: spChangeContralStart

DB Service Le

DB Suspicious Stop Query Tag: spChangeContralEnd

| OB Systern Leg

= Event Distibution Mormalized ID: o

OB Tap Consy
Bound ta: Event Surnrmary o = 5,358 (100%)
2,000 ﬁ DB User Privil Severity: 50
] DB User Surni o
1.600 —g Description:
1,200 = : :
i Tag change control evkents with the nurmber paszed as the first
200
] argurnent to the stored procedure
400 l
i JI
u] ‘l_-_f"-n_.‘- - -

0:a0 2:00 £:00 9:00 iz:00  15:00  12:00

0271072009 0Z/11/2009 '

Oo:00:00 000000

= =] IS

i

‘ ]
Fo]
G
<
H
IEB
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Full Session Detail

= Drill-down from an event to full session detail

View details about the selected session or doewnload a G5V file of the session data, Download C5¥ file
Client IP: 192,165.0.16 Client Port: 33220 Client Name: penguin
Server IP: 192,168,015 Server Port: £562 Server Name: roman
Duery Mum: O Message: 3701 Data In: 1222 bytes E—l
Begin Time: 05/29/2009 18:16:10 Severity: 10 Data Out: 320 bytes
Response Time: .4 sec Database: "-" Rows: 0
Server Time: .4 sec Application: "-"

Query Text: "Login:sa@penguin:32220

Response Text: Changed database context to 'master’. tin Syscharzets: nare = 'utfs', "

Query Mum: 1 Message: 17262 Data In: 96 bytes
Begin Time: 05/2%/2009 12:17:14 Severity: 16 Data Dut: 216 bytes
Response Time: .3 sec Database: "-" Rows: 0
Server Time: .3 sec Application: "-"

Query Text: "sp_addlogin kallol,polaris,master

Response Text: A user with the specified login name already exists,

Duery Mum: =z Message: 1732320 Data In: 20 bytes
Begin Time: 05/29/2009 15:17:14 Severity: 16 Data Dut: 332 bytes
Response Time: .3 sac Database: "-" Rows: 0
Server Time: .3 sec Application: "-"

Query Text: "sp_adduser kallolkallal

Response Text: & uszer with the sarmme narme already exists in the database, "

Duery Mum: 3 Message: 1505 Data In: 100 bytes
Begin Time: 05/29/2009 18:17:14 Sewverity: 10 Data Out: 127 bytes
Response Time: 675 zec Database: "-" Rows: 0
Server Time: 675 sec Application: "-" EJ

ﬂ
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Full Session Detail

sec_flag

begin_time
client_port

packets_out
nt_user_Name

end_time
server_port
network_time

response_time
query_number
client_name

nt_domain_Namequery_type

server_response_time
query_exit_status

begin_time_skew client_ip

data_in

user_name
error_code

application_name
error_severity

query_text

database name spid

data_out
server_name

error_message client_pid

2 9/6/2005 12:17  9/6/2005 12:17 0.008 0.004 5 192.168.1.5 192.168.1.100 55870
1433 0 0 615 168 3 2 0.004
roman sa TSQL 192.168.1 FOU== . - 2 0
2 9/6/2005 12:17  9/6/2005 12:17 0.003 0.001 8 * 192.168.1.100 55870
1433 1 4096 50 193 2 2 0.002
roman sa TSQL 192.168.1.100 - - - 1 0
0 - 14131 0 USE Northwind  Northwind 51
2 9/6/2005 12:17  9/6/2005 12:17  0.002 0.002 5 192.168.1.5 192.168.1.100 55870
1433 4 4096 50 17 1 1 0.000
roman sa TSQL 192.168.1.1p€ 1 0
0 - 14131 0 INSERT INTO testl values (123,1,'test 1) Northwind 51
10248 Northwind 51
2 9/6/2005 12:17  9/6/2005 12:17 0.001 0.001 5 192.168.1.5 192.168.1.100 55870

server_ip
packets_in
nt_client Name
return_rows

roman sa 192.168.1.100 - -

587333632 16 Error::DELETE statement conflicted with COLUMN REFERENCE constraint 'FK_Order_Details_Orders'.
The conflict occurred in database 'Northwind', table 'Order Details', column 'OrderID'.OCROW 14131 DELETE FROM
Orders WHERE Orderld IN (11072, '11076") Northwind

1433 16 0 0 0 0 0 0.000

roman sa TSQL 192.168.1.100§ - - - 0 0
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Web API

More Data. Better Security. Total Compliance

Risk Data Operational
Reduction Protection Support

Chain of . : : Network Application
3rd Party
Product NitroView SIEM

3¢ Party NltroEDB

Functlonallty

Compliance

H
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Auto Discovery of Databases & Easy 1-Step Setup >

- Database D y °
ata ase Iscover Configure parameters to rmonitor database activity, If an agent is l;.’_|
installed on the database, additicnal events ray be captured,
= Setup & Configuration
) Enabled: 4
- Add DBM Device, Add Database Servers, ro
. Databasze type: m ==
Add Optional Database Agents
Databaze Sever Mame: thebox
~ Device URL: (Optional)
(SN o} Systern pefauttsummary [/
_'?' == IP Address: 192, 168.0,75
B3 nadbm et e TE S Ty ——————————
=
{ penguin_udbust Virtual LAN ID:
|_-—_i rornan_oradi
[ reman_syb1192 S = B SEE=rmems _ Encoding Option: None
£ rrzkaFst MSSQL - Master Table Changes _
- M55QL - Table crested [ 2.4 Select Special Cptions: None
|~ thebox
_ MSEGL - Failed T cions [N =74
e ? B Bt Q aile .ransa ions . 1433 |
@/ nsrecr MSSGL - Login Info Scan [ =04
MSSQL - Server Configuration Changes - 204
MSSQL - Configuration Change [ =04 -
Ly N e T 04 The Agent software must be installed on the target databaze prior to 7|
2 e - writing these settings to the DBEM, To download the software, click here,
=| properti
iSliEsperbes | Enable Agent: 4
E;. Add Database Sever “‘
Bound to: Event Surmmary Databasze User: =3
|5 Copy DBM 3,600
3,000 Cratabase Password: REEES
L& Delete DBM 2400
(- Policy Manager 1,800 Audit Settings: " Localhost activity e 7
1.z200
f Refresh Devices &a0 Databaze Path: CifProgram Files/Microsoft SQL Server/MSSQ
@ Get Events a a\_
Databasze Mame: db_audit
' Multi-Device Management ;o0 200 ;00 R 1200  15:00 120
021172009 Instance Mame: -
00:00:00
F " pelete DEM Agent |
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